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120 YN NNVIAN

Y119 Py 2,12
STIVNN MOY22Y YNN NN IX MNOYL ,NPTIDI DY

Y19 HNVAN .2.13
,IWUN 29D NNN MATD |, TIVNN MYYAIY YHRN MO MNHY ,NPTID DY NN
T MY RO NPNYN IR VDY

Y193 DY .2.14
NDD DTNV IR NOY KO JANWI NHONY NPRY YT NN DN MINT DY NPHY
T M

Y1IRN MM L2.15
.DXVWNN KD DMIND YN NDVUN NYIN

Y1990 MY .2.16
YT N9 MY DY NNV

(177133 ¥199R) NNVAN N .2.17
AUNN MDIWN PNV PPN INNND TYUN NIV IN PITI T2 O DY NYNINNN NI

NN NN 2,18
,ININD T OIPRY YO TN DI T DY MDY PIXD IN NIND NIND MDY NNRNIN
ANIRD T DY DY HHD TITIY DIDOHNM MW YyNINN

Y199 HNVAN MYIIT ,1PV99) 93D .3
8131 NIYNY NNIN
.1 P92 MYNT NPV 1D VTN NNVINR MYIIT DI TINYY WNNN DY
P79 ™MIN> MINAN MYITN 535 DMVINDT DXININYT MIRY NNOWYI 1070 WNNN DY
.MIYN NOAPY Taba NINANN MDNY 251 TIvND DYDY NNVIAND

120, NP WINNNY TIY MYIN INNNN YISNN NN NTINYA Pyo 932 X 1109 wsnn Hy
Y P9 MYWITY DORNNA SY9N POY 51PN
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DYINDNN YD NN PODY WNNN HY GO VI IN MMNIN GIND YT WNNN DN DXPYDI
.D»OIMYIN

mMaNNN DY DXNN> 197 399199 9NN NDNA NPTID NPHYWY MIAYNNN YY DINN? PION
IDINN YN IN TIVNN DY YN NIRNY NYIND DY 7 AUN INYLN M3 D) PTAY IR N
NVPNNN NONA

Y5 3.1
Y 99921,y NNVAN YVIN DY DIV ONVIY YN N2 MDWYN NN TIwnn .3.1.1
L1981 — N7DWNN NPV NN PINA DTNV YT DY NN DNYPN DIV
NI DN DWNNIND NN ,NNT MYYD WITOY DI, TIWnd PSND) V19D WwSNN DY .3.1.2
.D»VINDT DMINDN MY YHN NNVIAN DY NPNY OWD VPN

y191 Yy NYNY 3.2

YONINHDT NT 1990 RIWI YNRN M YN DY O TYHan DOyan wn Tawnn  .3.2.1
MYITI INDN NNV NIVND PN TR YT VINOY MUY WNNN .WINNN N2IDI
Raklaly!

Y0 DY YTIIN IN WD NYIN P, N9 ,N9OWN YIY ININKD DINNIdN NN .3.2.2
S0P N OTIND IN TIVND DN DIVY TWUR MWDV T8 YN DY NIHVN 191 ¥

DNRNNA MNDN IX YN YN M0 TIVNN DY YN DY MWD 2NN wspn .3.2.3
PV DD2IPN DOVITIVOD

IOV TN DINY 1NN PON IN DN IN YN YN YN XOW IONNN WSHN - .3.2.4
STIVNN NINGD 2ND2) YN NN ROY INWID

ST IPNN MYNNND TIVNN DY YN0 NIND OONIN NOR DN .3.2.5

9205 Y MDN IN WM YN NIIVNY T JPNN WIDIVIAITIV TN DI NTNL .3.2.6
STIVNNN AN URIND NN O DY

TONYNA PN TN JOMN NI Y09 YN MY W YN 2D IPNNN WSHN - .3.2.7
SV 1 TPNYN .NVIND JDIND IYYN 1T THPAYNNI DX YTNHN NI ) NNVINRND
NNVIAN) NPVIAN NNN NNPN MYIITL TIYD DMNTN NIAYM NNV 1PONN
1981 — N7DVYNN ,NPVIIN NN PIN 2017 — VYV (VTN

WNIDN HYRITA 1YY KD TIVND WNNN P NON IN WY YN PV NIayn .3.2.8
IVINOY 19D (PIY IN NADD ND) DINAP NIAYND 1IN NVIIRD PNINND MYSNNI
STIVNN T DY

;PO VY DD JIOD W DM OVID YN PRNY WIPNY DOD .3.2.9
2172Y 121 PTI ROY DI — NPV NNN PIN 29D Wi YN

NTND INPINNDY TIVNID WTIND POY PO T8 D) DOYIND WIATI W8NV DD .3.2.10
DPNINN 932 TR DI IMNX D

SY ONINN MM YR INYLVN YN NNLVIAX DY NN NNND NN WSNN .3.2.11
Y TR0 MYIT NYNVLM YN VN
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DIN INND DI NIINN NN YT TIY DI TIVNN DV YTNIN DY PN 2NN WSNN .3.2.12
39910 NAPN

PN HY NPNTNOVLH NPNAVYNIA YN NNVAN .3.3

NNLIAN DYY VPN NIN DN DOYNIND NN ,WITOY D35 [ TIVND P wNnpn .3.3.1
B\ agdan!

PN IN TNDN NPTN WDV DINDIN NNVIN SYNNN DYMD I»NNN WN8HNN - .3.3.2
;2D Moo
NVDINRND NN OYSNNY (Firewall) wx non .3.3.2.1
NN 995 EDR/XDR 15 N8P MNPy 0MTPNN NN OYSHNN .3.3.2.2

DTN DXIAYNNM DXNIVN ,NTIAYN

APYI9) DYDY N9N NN NODION NNVINND DVRYIT NN .3.3.2.3
PN MM DINAP NPIIDY MAON TONN .3.3.2.4
Best Practice.»a> noayn mnvpn  .3.3.2.5
DXV NIDIM NNLVANONDTY  .3.3.2.6
MFA).N 7m257 MDD (Npyn MmnTin .3.3.2.7
MVYN KDY DNIRYN NOIX) OXTM) ONIPNN DY NPNY  .3.3.2.8
PNPN JOIN MPITA YN WN8HN .3.3.2.9
LDMPNMPN YN NNVAN MIPD YN WNNN .3.3.2.10

INTIAY NN YN PINND IMYYNIND TUNR MI9YNN HNVAN .3.4
:NININ MYITI NINYD PNNN WNNPN - .3.4.1

MFA 55510 ©wnnwn mnTin an ow»  .3.4.1.1

vannn” (Need to Know), nyTo 79807 PIAPY 2959 MINWIN NN .3.4.1.2
ATPAN NI TNXD DRNND NYNN WNNWNY P YN N

YRNYN NN NITIND 7PIN YNNI ONRND N YDNRD MIIWNY 1Y) .3.4.1.3
SPPann Mo TNNY (Least Privilege) waTd qayn nwry NN X9

OTMPN IR MNYIN NPIM NPPO Y8IY NNN WN8HPN - .3.4.1.4

3¥ IYNMY MOIYNI WINSY 3.5

ISO 27001.5P1 Sya NN YNNN YHNWN 12 PYNOMPY PI0 DY .3.5.1

NY TOPNYN 223 DY IN ONIY NYTH MDA NN WM TIVHN DY yRN .3.5.2
9 AN IWIRY INX DIPN DMIN DIPNIIN,7DID” VP NNN NVINNI
STIVNN DV YTNRN NNVIAXR NPONN >T

DYMPYI DN YTON ,0XNIY IND) NPNDN NPNVNN OV NN YNID wSNN DY .3.5.3
YN OIMIVIA DVNNYNN DINK MMPY DY DXMPYN (D290

A2V PYN OIMPY NDA0D YT NNVIN DN NMION DMI0 WNNN DY .3.5.4

MYAITI YTHY PYD OMOUN DMV IN DD WY 1D IONNN WINN - .3.5.5
1T THONI MOLNINN
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917101792 (In Transit) 19819 THN YXINN PYN N0 D NNYPNN Y5 .3.5.6
27252 TLS 1.3 TLS 1.2 519101792 7000 NVIND

(At Rest) NN1na 19310 19IN2 90W» PYN N0 MWD TIWNDN W ¥R YD .3.5.7
.Moy”m AES-256 ypna maxna

AN52 NN TV HDAPY WNNN DY )Y NDN IX WX YD MIYO vITH NN 3.5.8
R alV)alplal

Y1913 17N NV 0N 3.6

55527, MIYPNNN NVDNA YN JTIN NYIND YITIV DI MYYY IONNN WsNn - .3.6.1
19IN N2NN NTNY MPIT2 MINA 19) NVIINNDY PTO PIND D) NI M
SNMPN

SV YNNIV N2 NOIWNNN TI9 DIPNI NVIND JOIND YINWY» OMXN .3.6.2
STIVNN

NPT TNSY MDD NPTHN DY DYNXTH DINNY YNID IOPNNN WSNN  .3.6.3
OTMVY YTNRN DX PINND 2NN YNNN IINTHN NTNYN INKD .MYYINND

TIWVN 51D, TIVNN NN PN TR YN OTPHIN MDY NTNN INNYNIIONDD  .3.6.4
SNNYN YNIN S MM

NP2 MYIN 3.7
YN D NIY NNPIY NIPA IWANOY SUMIVIN TION NINN DY IPNNN WSHD - .3.7.1
NN ND,NWNIN PO DY NYWY PIRN,YNNYNRN MINT : M0, NOWNI YND
NNTI IN DIVIN WD DR
YYN DY NIPN Y92 TIWN2 YN NNVIX INSD YN JI9INI NTY 2ONNN WSHN .3.7.2
NN WIDY DD IN NN MWD IR VRPN TIVIN DY YN NOOTH
MY IRYININ

YIINA PNN HHVAN 3.8

TIVNN DV YTID DY DY P AUN 1NYLN M0 IR PTAY DI 2 INNN wNnn - .3.8.1
DNNNA NPIRNND NIYIN OOYA PP TIVNN DY MIVPNNN NNDN IPOYY N
NPOYND THYIN D DY YPIN NN NPYTA .NIYPNNN Y1990 YNNI WY
NPYNNRN DD 2907 PT 9 DY NUIIN SWIOW T IN 1NIYLN YNRNWN W8N T2IYD
DN VM) MOV YNRN NPDY ,TIVNN MYITH DR 19PN ,0)0IMYIN
.DMANN DIMNDOMN

NNON MYLN D IR PTNY MDY DI DY TIVNN 2950 ININK MO WNNN - .3.8.2
vpnnn

L0702 OYPR) NNVIAX OYPR DY MTTHINNND MXNND POND WIT) Wi .3.8.3
MYVRD NONNND MYY 72 TIN2 WMPRD NIT IR TIWND Paynd wsnn Sy
.DNPY NPON YIPRN NPNND YNNI NN PITD MDD NNNIY TIVNY
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NIDN NN D20 OWIOY T OUNNYN INX NYLN M), 1T D10 IONNN WNHN .3.8.4
DYTPANY DIMONNND ON D) INNVIANY YN YINI DYDY NOVINN NPINKD
.DNY YTYNY

DD NP, MNYNN PO DIDAIPNY DI NN OYSNINI VIPIY IPNNN WNND - .3.8.5
YTNN MNNND DY NYID YIDY IX DINNN LN 01DP0 NNNONY N T
STIVNN OV DMV

MIPTNI OPIDY DINNT PTYD YN NNVIN MYTIN MDITN YN WINn Yy .3.8.6
.MIYY NNX Y

IN IDYLN N WONNN ITIIY DY NPINX IINM OXPPIN dD AONNND WNHN .3.8.7
NYTN 297 WNNN YT DY YTNINN IITHY DNVIAND DWINN OWIOHY T8 PUNNYN
ANINRD DY YTNRN NNLIN

WY T2IY DV PPN MNPV IN DY DY TIVND YT 19IND WTIND I1NNN W8N .3.8.8
Y WNND WY IN WNNT YTIAY TIVNN DY YDHN MNINNDY IN YR YN PO
.DMON

TP MNYY HNVAN 3.9
M (NPOVIPT MWD MYSNNI DPYY MY OMPO YIATI SN NP .3.9.1
DNRNN2 Y Mownn), N1 WebEx, Google Meet, Teams, Zoom
: MINAN NPNIND
NI, NVYPN NYATY DN DN DMIIPNI DO VIYPND PN YYOS  3.9.1.1
LDANNWYNN WIT INRDY TIVNN NYIND NUYN
TN YN DTN LONND 1IN0 MIVIRD NX DIOND ¥ TN NPI1D .3.9.1.2
INOVI YT GNYO XD DANNYNN NN NININD ¥ ON/NI YNRNYND
RN
19IND ¥I9NN NX DMDY ¥ HONNLIN VPR IN TIWN PN DY MIpna .3.9.1.3
.MNYNN DXTIVNN DXONNYNN NN PIY IR YN
7NN PNYNRT NDD) NNOWN ITND DIV GNNWN DI NNV WRO v .3.9.1.4
(Mmnnn

(Generative ADn9%Y ;o mandn N2y Al vv5a vinsy .3.10

DYIMIN IX YT 5D NPMIONIN N2 DD DY GNYI IX MOYND ROW 2»NNN W8N .3.10.1
THW I2TN OX NONX ,TIVND PPV 1NN NNDNI WINN MDYAD D NYPN
DNINDD I2)ON TIVI) MNINDIN DVINTN TIVD NPMNI
STIVNN DY YTNRN NNVANR NPYNNN AN NN YPIY ¥ DN DMIPNI

DYIIN IX YT 5D PMININ N2 DD DY GNWI IX MOYND ROY 2»NNN W8N .3.10.2
9270 ON NN ,NNYTI PTIN,DXXIP, MNNN, NP ,VOPL MY TIVNNN HDPY
STAIVNRNN AN YN YN DIPVINDIN DN NPNIN TR

T Han L3.11
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MY Y5 ONNa MYY 8§ TIN MIWAND DTPNA TIVHY WNND 2»NNN Wsnn .3.11.1
VYR DY VITL ,NNVIN VPN DI DY MYV 12-n ININ> XD NIPN 9521 ,NNmN
NIV PRINNNA TINYD INIDY DY WAVND DIDY IR TIVNN DY Y110 19010 TWUN
: DINIAN DOVPNRN DY WNNN YT 19 .13 ¥ION
TAIVNY NYPN YN OTY NN TUN 120 NYPN IN NNVIAN PN .3.11.1.1
0N TIPIN YN HY WY IN
Y02 DYDY NXANY D15Y TUN 9210 NOOPN PO IN NNVAR WX .3.11.1.2
AMNX YRR TIP2 IN D MPNDNN MOIWNI TIVNN DY
STIVNN DY YT DY 1N WINNT MOIWNY INTY TP NITHND PO .3.11.1.3
9y YN NMOXRY INTVN YN 121D NHPN PO IN NNVIAN PN .3.11.1.4
STVnn
VNN IMYSNNI MOWNI INMIRY DOPMYHYN NOVYN X TN .3.11.1.5
STIVNY MY Pavn
;2D ,DONDN DX NDNYY MPRD MYNIND DY TIVND WD Wwsnn by .3.11.2
YTV YYPND NMONVDN NPPO L IMYNIND 19N WPRD DY DY NN
MYIND ,NDPNN 7T NN,V IN GOTY YR IVINY MOIWNN ,NOPNN
MYPRD MDD TNXY G0N Y0IMNMDI Y110 DY 1ISNY

MHNNPHN NNPa .3.12

NTNRY MTIN TPNNPN NNPAA NYD NYN YNID TIWND IWARD 2»NNN WSnn .3.12.1
.DYMPYN NPODR NIIDNI 121D NPV YN NNLINX MYIT
TIT2IN,NTIAY M 7 MNAY DY URIN NYTIN YINN MPNNID Y¥IND NNPIAN
MYITL YNNN NTNIY IDIN DY DN MMNT NYPa SV
YT HY ITIPY DININ MDY OXNNL OIMPTN MNITH DX AYND 2PNNN YNNI
STIvNn

T P9 TINA YN NNVIX NNPIAL Y'Y OMPON NN JPND 2DNNN W8N .3.12.2
STIVNN YT DY Yyap»Y 1D

MPN IR NHYNY THNXY NINNN PORY MY OY9 RIND INNN WNND .3.12.3
ANYAP TN DY 14 TIN POY DYNDY YT NNVIAX NN NPINY

mMIvpnn ovo .3.13

95 HY HVITIVD LI XYV N TIVNY NDN’ WINPT ,MIVPNNN DPD DY .3.13.1
DYV ,NVOP TPV T NI (T YN YSN YD MIATY JOMNHDN YN
DNNA ,0°7200 , TN Y91D) AN Mpnn Np), N1, FlashDrive o
PRYM NPNR D3 391,(NMND TIPY MONMNN M0, MNT YR NNVIN NIV
PYN NN TNED PNV D»NDN DI MNYTN DY
TN MIXNND 9I1952) ,DApNNY YNRN MPPN DY TIVNN NUNX INRD TN
955 5w (Wipe) X9 NPPNN YN P IMMY DMIN0INN D93 NN TR W8N
AMYIAY TIVNRN 2N
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May NVIDY 93D ,YTIN NNVIAN XYWL MINYI MYIT — NYSINN NIIYNH NNVAX 4

11999 SMPY
Y NP2 MMN 4.1
M299) NIIWNN PYNNYNY MIRNDYD NPPTN NYNNA THND NYIT NOwvnn  4.1.1
D200 TR N DMVNID DY NITHN DVON IWR (OPMPH DOWNNYN
,MINNDYD YNV (09901 YNMDPN NNDIO NN TYN) 99N ,MIAdNN
MNP 90N INKD N2V ,MAXIN NNXNI MY n Nnoon MFA, naoN
. INYTI DYDY
NN TN WNRNWNY ToSession - MY NNT NYAINA TIHND NYIT NOWNN .4.1.2
(Session expired). PN ITHPY MPYAN I
ATINY MDY TDIN INND YHNYN DY SOMLIN PINA THIND NYIT NOWHRN  .4.1.3
(No-activity timeout). N>9yna
NODIAN DY NP MINWIN D) NN MM J9INA 91900 Nownn Yy .4.1.4
RBAC/ABAC. 5 o> 1pan
NLAINN JIPIVINDL YHNVYND TIVHRN MIIWND NYNINN NOWNN PAPYHNIIDY  .4.1.5
NN9N DY MTIVNL VIOW >Td TN, 7252 TLS1.2 w TLS1.3 5ypvinoa gmnn
CAVIND CA > DY Mpanmn GUN MDI9) M1
959 NYTHIIN NYNIN HYY DITPANN YY1 DY DTV DIV DY 2NN WS8NN - .4.1.6
. PPan

VNN DY NN 4.2

NI Y5Y (at rest) NN MANNA DTNN N0 TN AV NYINN NOWHn  .4.2.1
NPV VD DY NN DIIIVIN YIND

»2>37 55 51 (in transit) THNA MAXID NNYPNA TIHND NYITI NYIND NOWNN - .4.2.2
. DPNNHNNY DMII9N NIIWNN

NIIWNN NPAYNDY DN dPWNNY NYNN MIXYIN IR DDND WA wSnn .4.2.3
. 12521 ovw N ownnwnd (Least Privilege) wa1n 010105

TIOM IN NNNNN RO MN’ON NIADY NN NADN DN YO0 PWNY PR .4.2.4
. DXV DM

DNOMNN NPNY MNNaN Yy (Hardcoded); Tipa masn mNnan yonxo PR .4.2.5
. N9V MNN DI

MPI DYDY NN DIXIAPN NPT YD TIN YSINN NIIWNY DNIPN NNOYN .4.2.6
). TIVNN 7Y AN WINOY INK NINS N ICAP noyn mysnna (0madm

NN NV 4.3
19INT , NYXIIN NIIYNN NIAY MOPNT MYN) NYRLN N [, NINN PID> WINPT .4.3.1
L TIVNN INND I J9IND TIYD DRNN N INPH 19IND IN MYV
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YT OV IN TIWNN PTHPY NPTV N300 YSINN TIVHN MIIWNY PININ NNN - .4.3.2
STIVNN HY AN AYNON NNODM NN NNVIIND NVHY NN VDY
. PININ N2MINY DY NNY 1PNNN KXY TIVNIN

1252 9I90Y DWVWATIN DINM DIDIYMY NN PO WSNN NIDVLN NNONL  .4.3.3
DYRY DXNIP NMOVI/PINYND PR WNNN NPINND YPRY MOIWNY NYID PN
. TIVNN MR KOO NYPNL NPV DOV

QUN DIYON INND TIVHN T MDA P TN NOINN AW NN Y8 wspnn .4.3.4
NTND 2NN WD aunnn DY MODNYNN Nt Y3 TINRD NON D
. 910N DY NOISession -NY

1980 919 NP Mo 4.4

,T1)TY DA, )22719) 27T (INMO/MND) TP NOY DY DOINN NYINN NIWNN  .4.4.1
. D9 191N NONNN NPINMNND

, DN SO0 ,NOYIN MIIYN ,OMNIY MIATD NYNIND NOWNN P VI 4.4.2
NIST. JP0 N )X MXHNT 29D INYPY — TV PY 2297 ,7NPIDIN

,MIND TP MYI2N 11)D) MNIXN NPNRN NIDIN NDION DY NP Y8 VAT WINN  .4.4.3
. DM NNVIAN NMIYN/MYIIN NPIID MY, OWIOW TX I IN TP NPIOD

DAST -y SAST (Static Application Security Testing) >¥8nN2 PIO» TPN  .4.4.4

WA IWN NNVIANY MN M o(Dynamic Application Security Testing).

.MMM NIA0Y DNROYN DIV PPN NPYIDN MT

nysMN NIWHN MY (SSDLC) NOINND MNS MI5NN DY»Y WA WSNn  .4.4.5
. NOYNN DY DN MNN YD TNIND

OWASP Top 10 - Application mv»I71a Timyd NUAT NYINN NOWNHN  .4.4.6
Security Risks.

OWASP Top 10 - CI/CD Security m»a7a Tnyd NYIT NYSHIND NOWNN - .4.4.7
Risks.

(Code Review) Tip »Mip©o) 012099 (PT) 11N YpT20 Y820 wAT wS8nn  .4.4.8
. IYXINN NIIYNN 12337 D30 NMIYD NNR OPNMPN

Y2 5Y 12 172YPY NPMIND DRNNA DMPIDM DIRXNNN DI DI0VY INNN WNNN .4.4.9
DINNINT NPIN INNKD .INVIND YA )1IPDN DINNXY YITIN DI PN TIwnn
. DIDN YN NNVIAN NPYTA TIYY W

952113 NNIYNA NIXPITAND MYIIT 4.5
MO DMNHYI DI YT DY YNINN 521D NOIPIAN NNXN NOWNN NWNN .4.5.1
DONINN OV YN NNVIAXR NYPMINY ORNNAINApple App Store, -¥Google Play
. TIVND NN 919521 D1NHYIN
. DMNIMN MANN XID PYWINI NON IN NN YN NOYN KD MDISPIDAND .4.5.2
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YOIND PON DMNVPN DN DO NN PINND DOWNNYND TWIND TINPIDIND  .4.5.3
MM VIV

IR NI TIY DI YN NPNYY PYINN NI WNNUND N9 DINPIYOND  .4.5.4
MN) MY AN YPHRNY ININY Y TND NYN MINK NPIPIDAND IWINND
. MNTN

. INVIRMY MIAND NPND NN MNTINN NIYD TIXPIOIND PA NNYPNN - .4.5.5

N2 MNON ND NPIN MNTIN NNHD PID YT NDINN TINPIDIND NvNn .4.5.6
. INYTOY VNP MNTIN(MFA),

DYV NMNNN ,IYP VIR D ,PYINI DINNYN DMNNID TINPIYIND DY) .4.5.7
12N NPYTAN THYNI WNNN NINSND INKD P YYD, WNNYNN DY DOUOIN
MNMYON NYAPD 91952) ,0N2 NWYMY VIDIYN NN VNRNYAY DX NN DM
LTIV

MNDN N0 NPINN 4.6
YNID YO D IND MDD NADY NMXPN NDIAD P2 NLVONIN NTION YNIO v 4.6.1
. NN M2X205 MN’AN M0 P2 NTIN
: TFS, SVN, mav1o (Source Control), »1590 nIva Mo MIXDI) Do v .4.6.2
LT MY IRGIT
.MM N0 0NN YDID2D NYI) DIMINND IWIND PR .4.6.3

PPM NV 4.7
MY NV 53 5v (Log) MO0 9PN AToN Tidm DIV 5007 ndwnn Dy 4.7.1
. NN DINIAPY OIVNNYN MDY MITHN
WNNYN DV (NN IPY ,11MAN) Y 29N DNONN PP NOIWNI NON NP 4.7.2
. DYYIN XD DI IN NIIWNN YoM
70 MIIWNY DOYPRY N XD NDYY NIAWND NN N0IY NOIWNN DY .4.7.3
syslog. 1»5 ©921pn ©VNMASOAR -1 SIEM 15 »nnvan

1Y NNENI NYHNN NIIYNY MYIT 4.8

1991 991, YN PPA0N TRN YV (Region) ™M22N PY MINND DAY nvITI NOWwNn  .4.8.1
SV HHNIVMILVN NVYWA Amazon Web Services — W — Google GCP ©yan»
JPOIRIAVIT IMNRD ORIY DTN

>Ny (VPC) %N >0 )Y TINWN Y1) DY Y2 NYNIND NOIWHD PNONN .4.8.2
Tenant. N7 5T TIVND

(NACLs) nw1Y 1) NIP2 M0N0 DNN YNAN PYI NYRIND NOIWHNY Nwnn .4.8.3
STWNN POV NN [P n2nsd Yanm

TMN TIND P TN IINYM PYI MHOMNNDT NN DXPOPN TIVHN DN DD .4.8.4
DYRINT NIIWNN NIDNIND 12V %900 (Region) pyn
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N PXNNVIN NV 235 NYKINN NOIWNN NNINNND NAY PYN N0 DY .4.8.5
mapnn 191 NHNM oo IAM, WAF, FW, IDS/IPS, DDoS m2a35 nmmnT1pnn
0NN Dy

NNDM9 TIN ,NON WX TPNIIYND NOPN NY2 NTIAY NPOVNN IVORD NOWNN DY .4.8.6
.(Region) yy 7N yMN2 Availability Zones »v nnaba

I8N DYLN DIVIT) 0IIDN .4.9
: DYNIN DINDNN DI NN VINY WwINN DY .4.9.1

W3nn Hw [SO27001 nonon .4.9.1.1

DN NPVLIM YN NNVIAN VN DXADN DIVITIVDY DNPN ,MONON  .4.9.1.2
PCI 7 HIPPA 7 SOC2. 5,800 72010

.N29YN2 DIIOPN YNNI NN .4.9.1.3

MTTINNM DD DINNKY DNVIN PYNNNY DMININ DIIONN VYD .4.9.1.4
.NPOON NIVYIVI 121D PN DY

NN MPIT OXTY NOIWN DNV .4.9.1.5
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